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Abstract 
As systems become more interconnected the vulnerability to cyber attack also increases. The 
increased use of information and communication technology (ICT) in developing countries and 
the dangers associated with interconnectivity grows equally. The lack of an established 
guideline for information security planning and execution in developing countries further 
complicates this problem. There is the need for a holistic approach to information security 
planning. This study will use a combination of the Value Focused Thinking methodology and 
the measured Delphi Method to develop a framework that can assist decision makers and 
stakeholders in developing countries to craft and execute their information security strategies. 
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1. Introduction 
Information and Communication Technologies (ICT) have the potential to assist with 
eliminating extreme poverty that still affects over 1 billion people (Pires et al., 2006). 
Paradoxically ICT can become a “two edged sword” as parallel to potential benefits that ICT 
investments provide are the dangers that interconnectivity causes (Salifu, 2008). The absence of 
geographical boundaries makes the internet “virtually unlimited” and this increases the potential 
for exposure to security risks (Straub &Welke, 1996).As governments and businesses make 
their services and products available online to boost productivity and performance there is the 
danger of security breaches which can result in; higher operating cost, lower profits and 
reduction in the market value of the company and loss of business partners just to name a few 
(Andoh-Baidoo & Osei-Bryson, 2007;Ko& Dorantes, 2006; Cavusoglu et al., 2004; Gatzlaff & 
McCullough, 2010; Zafar et al., 2012). Perceived privacy are the essential for building and 
maintain on line customer confidence this as implications for both short-term and long-term 
organizational performance (Lee & Lee, 2012). 
 
As developing countries move towards a digital economy there it is prudent to have an 
established information security strategy as the lack of this could be catastrophic. Failure to plan 
for information security could result in an information system paradox; where there is increased 
spending on information security measures yet there is a rapid increase in losses due to security 
breaches (Hovav et al., 2007). It should be noted that some of the most serious viruses are 
originated in developing countries one such example is the Love Bug (Kshetri, 2006).As 
pointed out by Salifu (2008) developing countries suffer more from Internet crime than 
developed countries because of inadequate technological infrastructure and insufficient law 
enforcement expertise. According to Gercke (2009) developing countries could be affected 
more from the risks associated with weak protection measures, because of their weak safeguards 
and protection. 
 
In this study we will seek to develop a framework that could assist developing countries in 
developing Information Security (IS) Strategies. The main aim of IS security policies is to 
provide a mechanism that not only addresses the protection of these systems but includes 
technical and organizational measures that are required to protect the overall functionality of 
information systems (Karyda et al., 2005). Information security goes beyond defensive 
maneuver; it is a strategic variable that if managed properly can give companies and 
organizations a competitive edge (Gordon et al., 2003). According to Koskosas and Paul (2004) 
obtaining the relevant goals of the system in the context of the intended use is essential in 
planning for IS security as failure to do so could increase information security risk. Researchers 
point out that in general there is a lack of attention to the operational dimension of IS 
governance as they tend to be a narrow technologically oriented (Karyda et al., 2005; Koskosas 
& Paul 2004). 
 
This study is in response to the need for an Information Security framework in developing 
countries (Gercke, 2009). This framework could assist stakeholders in planning for information 
security as they move towards the digital economy. Failure to act could hinder their efforts in 
promoting; e-businesses and online service industries, as finding a response to cyber- crime is a 
major challenge for developing countries (Gercke, 2009).  
 
The Delphi method and the Value-Focused Thinking (VFT) methodology are the foundational 
methods of this research. The Delphi method is a popular tool used by researchers and 
practitioners to identify and prioritize pertinent issues that are required to make managerial 
decisions. The VFT methodology provides guidance on the formulation of objectives, an 
indispensable task in any decision-making situation. We present a hybrid procedure that utilizes 
the strengths of these and other techniques. 
2. Conceptual Foundations 
In this section we present overviews on concepts, models and methods that form the basis of the 
proposed procedure. Each of these is utilized in one or more phases of the hybrid procedure that 
is presented in Section3. It should be noted that we do not claim that there are no other methods 
or models that could be used to develop an appropriate procedure, but rather that the selected 
ones can be conveniently integrated to provide an effective procedure for addressing the overall 
goal of developing an appropriate Information Security Strategy (ISS).  
 
2.1 Critical Success Factors 
Critical Success Factors (CSFs) are those “things that must go right” if success is to be attained 
(Bullen & Rockart, 1981; Boynton & Zmud, 1984). It follows that for a given decision problem, 
the identification of the relevant CSFs is paramount since they are the vital elements that are 
necessary for to overall success in the planning and implementation of any strategy (Cooper 
&Kleinschmidt, 1995;Bullen & Rockart, 1981).This suggests that a process for developing of 
anISS should involve the identification of the relevant CSFs.  
2.2 Value Focused Thinking 
The Value-Focused Thinking (VFT) methodology of Keeney (1992, 1996) provides guidance 
on the formulation of objectives, an indispensable task in any decision making situation.  VFT 
has been applied across a wide variety of domains including systems engineering (Boylan et al., 
2006), security (Dhillon &Torkzadeh, 2006) and; project management (Barclay & Osei-Bryson, 
2010). Within the context of the VFT methodology, objectives are classified as being either a 
fundamental objective (FO) or a means-objective (MO), where each MO is an objective that is 
required in order to directly achieve its parent FO or another MO. Each leaf level MO may be 
considered to be a Critical Success Factor. 
 
The VFT approach is appropriate for this study as it is used to gain insights into the important 
values of diverse stakeholders (Keeney, 1994).  It provides a systematic way of identifying 
objectives based on stakeholders’ values.The VFT process involves the following steps: 
1. Frame the Decision Situation 
a. Define the Decision Context: This is framed by the associated 
Administrative, Political & Social structures 
b. Elicitation of Objectives from Stakeholders 
c. Structuring of the Objectives into a Means-Ends Network 
d. Specification of Attributes 
2. Preference Elicitation 
3. Create Alternatives 
4. Recommend Decision Sensitivity Analysis: 
 
The VFT process has several limitations that are relevant to our overall aim of facilitating the 
development of ISSs. Two of these are included in the focus of this paper: 
 
o Limitations in Human Ability to Recall: It is well known that there are limitations on human 
short-term memory that can affect recall of relevant information both with regards to 
organizational and domain knowledge. This fact is important for the elicitation phase of the 
VFT process where the stakeholders are expected to identify all relevant objectives and to 
define them appropriately. This can affect even stakeholders who are ‘experts’ with respects to 
some dimensions of the relevant decision-making problem. This may lead to some experts 
being inappropriately impacted by Informational Influence (Huang et al., 1993), which is the 
acceptance of evidence from others as evidence about reality. 
 
o Need to Support Group Decision Making: The VFT process typically involves multiple 
stakeholders who may have different values, and different opinions both with regards to which 
objectives are relevant, relationships between the objectives, and the relative importance of 
each FO. There is thus the need for a process to provide decision guidance to empower group 
members to successfully face the challenge of consensus building (e.g. Potter et al., 204; 
Bryson, 1996). 
 
2.3 The Delphi Method 
The Delphi method dates back to the 1950’s. Its objective was to develop a sound and reliable 
technique that could be used to gain consensus of a group of experts (Okoli & Pawlowski, 
2004). The Delphi technique is method used for eliciting, analyzing and refining group 
judgment (Aftab et al., 2011). According to Dalkey et al., (1969) the Delphi method is built on 
the old adage of “two heads are better than one” and more so applies an “n heads are better than 
one” concept.  This technique is ideal because the repetitive method allows new ideas to surface 
and act as a medium that brings participants to consensus (Brancheau et al., 1996; Okoli & 
Pawlowski, 2004; Aftab et al., 2011).  Previously it has been widely used in IS research (e.g. 
Lai and Chung, 2002; Viehland and Hughes, 2002; Holsapple and Joshi, 2002; Schmidt et al., 
2001; Hayne and Pollard, 2000).  
The Delphi technique involves three stages: 
1. In the initial phase participants in the study are chosen based on their expertise in relation to 
the area under consideration. This is necessary as the aim of this method is to obtain 
consensus from a group of experts anonymously using repeated responses and controlled 
feedback (Nevo & Chan, 2007).  At the end of each round a refinement procedure takes 
place. This involves the removal of duplicates, unification of terminology and the addition 
of any new requirement that may have been unearthed during the rounds. 
 
2. In the second stage the data is analyzed to determine participants’ position on each 
requirement (Rayens & Hahn, 2000). Based on criteria that are developed for consensus, 
requirements for consideration are analyzed (i.e. stopping). This is done in several iterations 
and controlled feedback is used to systematically design follow-up questionnaires. Each new 
questionnaire is developed based on feedback between iterations. During this stage items for 
which consensus has been reached are not includes in subsequent iterations. A summary of 
the information for each item from the previous iteration is used to frame the question for 
which consensus is sought (Rayens& Hahn, 2000). Participants are asked to evaluate each 
requirement based on the view of the group. At the end of this phase a final list of the 
critical success factors will be prepared after all duplicates are removed 
 
3. The final phase is described as the statistical group response phase. The goal of this phase is 
to reach consensus on the relevant requirements (Okoli & Pawlowski, 2004). The groups’ or 
individual aggregated response is validated and communicated in this final round. Experts 
are asked to rank CFSs in order of priority from a list of weighted requirements. The top 
ranked requirements are the ones that are considered the CFSs (Schmidt et al., 2001). 
Multiple rounds are conducted until consensus is reached on CFSs. This will be tallied and 
compiled and a report prepared.  
 
2.4 Balanced Scorecard Model 
Kaplan & Norton (1992) presented the Balanced Scorecard (BSC) model that involves 4 
perspectives presented in the table below. 
 
Perspective Description 
Customer How do the customers see the organization? 
Internal Business What must the organization excel at? 
Financial How does the organization look to the shareholders? 
Innovation & Learning How can the organization continue to improve and create value? 
 
It seems reasonable that an Information Security Strategy (ISS) should involve the consideration 
of all relevant organizational perspectives. The BSC model provides the basis for questions that 
could be used to prompt the elicitation from the stakeholders of objectives/CFSs that cover the 
multiple relevant perspectives. Other relevant models (e.g. Porter’s model) could also be used. 
3. Description of the Proposed Hybrid VFT/Delphi Method: 
Phase 1 – Preparation:  
Step 1.1: Specify Stopping Conditions 
o Specify the MAXITER, the maximum number of iterations of Steps 2.2 – 3.2. 
Step 1.2: Select Participants 
o Participants are selected based on their expertise on the subject under discussion or their 
ability to implement the findings based on their strategic position and representation of the 
profession (Potter et al., 2004). For this study participants will be drawn from government, 
financial institutions and the telecommunication sectors that either have domain knowledge 
(i.e. Information Security), or organizational knowledge.  
o Each participant is categorized as being a Domain Expert and/or Organizational Expert. 
Step 1.3: Provide Overviews to Conceptual Foundations to Participants 
o Provide an overview on VFT Concepts to Participants. 
o Provide an overview on Delphi Method Concepts to Participants. 
Step 1.4: Support the Ability to Recall Domain Knowledge 
The output of this step would be a Domain Knowledge-base of items such as: 
o Previously identified Major Issues for the Information Security problem domain. 
o Previously identified Objectives for the Information Security problem domain. 
o Perceived Best Practices for the Information Security problem domain.  
 
This Security Domain Knowledge-base (SDKB) will be structured to have links between related 
Issues, Objectives & Best Practices. This will involve both links parent-child links between 
pairs of Issues, and also parent-child links between pairs of Objectives. The VFT approach for 
structuring objectives could be utilized for determining such links.There will also be other links 
such as Issue/Objective links and Objective/Best Practice links. 
Step 1.5: Development of a Set of Prompting Questions for Brain-Storming 
The BSC as mentioned earlier or the Porter’s model as pointed out by Ormanidh and Stringa 
(2008) can be used in this step to develop prompting questions. This will result in the elicitation 
of Objectives or CSFs from multiple relevant perspectives of stakeholders. The output of this 
step would be questions such as the following: 
o What are some concerns from a financial perspective? 
o What are some concerns from an External Stakeholder perspective?  
o What are some concerns from an Internal Stakeholder perspective?  
o What are some concerns from a Cultural perspective?  
o What are some concerns from an Ethical perspective? 
o What are some concerns from a Scheduling perspective? 
o What are some concerns from a Legal perspective? 
o What are some concerns from a Technical/Technological perspective? 
Phase 2 – Brain Storming: 
Step 2.1 – Individual Selection of Issues: 
o Each participant will be given access to Security Domain Knowledge-base (SDKB) and 
requested to randomly select specified number of Issues from this SDKB. This process 
should be managed in such a manner that at least one Domain Expert; and at least one 
Organizational Expert select each Issue, as it is intended that this can be implemented both 
at an organizational and a country level. 
o Each participant can then use the SDKB to explore associated Issues, Objectives, & Best 
Practices. The Prompting Questions could be applied to these Issues to facilitate Individual 
reflection &Brain-Storming. 
 
 
Step 2.2 –Add Items to SDKB: 
o Based on his/her reflection, a given participant may identify new Issues and/or Objectives 
that he/she believes should be added to the SDKB. Definition and justification for each such 
proposed new item (i.e. Issues or Objectives) would be provided by the given participant. 
Step 2.3 – Refinement of Additions to SDKB: 
o Definitions of proposed new items as well as well as those of existing items in the SDKB, 
are used to identify duplicates & unify terminology, and in the case of newly proposed 
Objectives to identify relevant Parent-Child links.  
o Temporarily add proposed items to the SDKB, and identify such items as being tentative 
entries.  
Phase 3 – Analysis: 
Step 3.1 – Reflection on Objectives: 
o Each participant will be presented with the set of permanent and tentative Objectives in the 
SDKB, and the associated Means-Ends network 
o Each participant will be requested to offer an explanation of why he/she thinks each 
Fundamental Objective and each Means Objective is important to the development and 
execution of a sound Information Security Strategy.  Each such explanation will be 
annotated to the relevant Objective in the SDKB. 
o Each participant will be requested to review & reflect on the information in the annotated 
SDKB, including the associated Means-Ends network.  
Step 3.2 – Termination Test: 
o IF the Number of Iterations is less than MAXITER  
THEN Repeat Steps 2.2 – 3.2; 
OTHERWISE go to Phase 4. 
Phase 4 - Ranking: 
Step 4.1 – Rank the Fundamental Objectives: 
o Each participant will be requested to rate the importance of each Fundamental Objective. 
This could be done using a Likert-like scale, or some other established method. This would 
result in priority vector s
t
 for participant “t”, where sti is participant’s rating for objective ‘i”. 
Step 4.2 - Computation of Consensus Indicators: 
o A Group priority vector, sGM, is generated from the Individual priority vectors st. 
o The Group Consensus Indicator is calculated.   
Step 4.3 - Acceptable Consensus Test: 
IF the Group Consensus Indicator suggest an acceptable level of consensus THEN 
Go to step 4.4; 
 OTHERWISE 
  Go to step 4.1 
Step 4.4 – Rank the Means Objectives: 
o The score for each leaf level Means Objective is calculated to be the sum of the scores of its 
associated Fundamental Objectives. 
The reader may recall that in the context of our decision problem, each Objective may be 
considered to be equivalent to a Critical Success Factor. 
4. Conclusion  
Planning and executing information security strategy (ISS) is not a trivial task. As developing 
countries move towards the implementation of the digital economy and various Internet services 
information security is key to their survival. One of the greatest challenges that developing 
countries face in this interconnected world is protecting their information on this super highway 
where one accident can result in catastrophe for their fragile economies. Protecting their 
countries from e-criminals and cyber saboteurs is a pertinent issue. In this paper we present the 
first part of a research program that aims to support the development of an ISS. Future 
components of this research program will involve the development of a software system that 
will implement this framework, followed by evaluation of such system. We anticipate that the 
next steps will include the development a Security Domain Knowledge Base (SDKB) and a 
software tool for accessing this Knowledge Base. 
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